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Abstract

This white paper describes the installation procedure for the CiT™ as well as basic initial
configuration. Before installing the CiT™ it is highly recommended that the CiT™ Best Practices
document is reviewed.
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Installation Preparation and System Prerequisites

Read and understand the CiT™ Best Practices Document
Acquire the CiT installation executable, ConnexaniSCSITarget.exe

The raw LUNSs to be used and presented by the CiT must be defined, zoned (if
appropriate), and accessible to the CiT server(s) in order to create iSCSI target
devices. Proper creation of raw LUNs should be confirmed using Windows Disk
Management services.

OPTIONAL: For immediate test of iSCSI device creation, obtain an iSCSI initiator
application such as the Microsoft Software iISCSI initiator available from
http://www.microsoft.com/downloads/



Installing the CiT™

Begin by opening the ‘ConnexaniSCSITarget.exe’ installation file. The installation welcome
screen should appear. Click ‘Next'.

(C Setup - Connexan Enterprise iSCSI Targek ) ] |

Welcome to the Connexan
Enterprise iSCSI Target Setup
Wizard

Thiz will install Cornexan Enterprize iSCS| Target +1.1
(20070312, Wind2, powered by RDS Starafind) on wour
camputer,

Itiz recormended that you cloze all other applications befare
cantinuing.

Click Mext to continue, or Cancel to exit Setup.

Cancel |

On the following screen, accept the license agreement and click ‘Next’.

C Setup - Connexan Enterprise 1ISCS1 Targek

License Agreement
Fleaze read the follawing impartant information before cantinuing,

Fleaze read the follawing License Agreement. You must accept the termg of thiz
agreement before continuing with the installation,

Rocket Division Software ﬂ

Starwfind iISCS1 T arget Rocket Division Software End User Licensze Agreement

IMPORTAMT - READ BEFORE COFYING, INSTALLING OR USING

Do not uge or load install this zoftware the Stafwind ISCSI Target or any azzociated
materials [collectively refered ta as, the "Software') until you have carefully read the
follawing terms and conditions. By loading installing or using the Saoftware, vou agree
to the termz of this Agreement. |f you do not wish bo so agree with the terms, do not ;I

= § accept the agreement

| do not accept the agreement

¢ Back I Meut » I Cancel |

Click ‘Next’ again to accept the default destination installation directory or enter an alternative
location. The default installation directory is:



C:\Program Files (x86)\Connexan\Connexan Enterprise iSCSI Target

(: Setup - Connexan Enterprise iSC5I Target

Select Destination Location
‘wihere should Connexan Enterprize iSCS1 T arget be installed?

_.-—"I Setup will install Connexan Enterprise 1SCS1 T arget into the following folder.

To continue, click Mest. |f you would like to select a different folder, click Browse.

\ConnexansConnexan Enterprize iSCSI T arget Brovise. . |

At least 0.7 MB of free disk zpace iz reguired.

< Back I Mext » I Cancel

By default, both the iISCSI Target Service and iISCSI Target Management Console will be
installed. Modify if necessary, and click ‘Next’ to continue.

C Setup - Connexan Enterprise iSC5I Targek

Select Components
‘which components should be installed?

Select the companents you want ta install; clear the components pou do not want to
inztall. Click Mexst when you are ready to continue.

Connesxan Enterprise iISCS1 T arget Service 1.9ME
Connesxan Enterprise iSCSI Target Management Console 5.0 MEB

Current zelection requires at least 7.5 MBE of disk space.

< Back I Mest > I Cancel

The following two screens allow specification of the destination folder of CiT shortcuts and the
creation of a desktop icon. Click ‘Next’ and ‘Next’, while selecting the options as desired.



(: Setup - Connexan Enterprise ISCSI Targek

Select Start Menu Folder
Where should Setup place the program's shortouts?

Setup will create the program's shortcuts in the following Start bMenu folder.

To continue, click Mext, If you would like to select a different folder, click Browse.

ConnexansConnexan Enterpris 51 Targel Browsze. .. |

< Back I Heut > I Cancel |

(: Setup - Connexran Enterprise iSCSI Targek

Select Additional Tasks
Which additional tazks should be performed?

Select the additional tazks pou would like Setup to perform while inztaling Connesan
Enterprize 15CSI Target, then click Mext.

Additional icons:

¥ Lreate 2 deskiop icar

< Back I Heut » I Cancel

The next screen displayed shows a summary of the installation options. Click ‘Install’ to
complete.



C Setup - Connexan Enterprise ISCSI Targek

Ready to Install

Setup iz now ready to beagin instaling Connexan Enterprize iSCSI Target on your
carmpter,

Click Install to continue with the installation, ar click Back. if you want to review or
change any settings.

Destination location:
C:%Proaram Files [«86)AConnexan'Connexan Enterprize (SCS1 T arnget

| v

Setup wpe:
Full ingtallation

Selected components:
Connexan Enterprize iSCSI Target Service
Connesan Enterprise iSCSI Target Management Conzole

Start Menu folder:
ConnexansConnexan Enterprize iSCSI T arget

4 o

< Back

Cancel |

Wait several minutes as the installation is performed. If successful, a summary screen, such as
the following, will be displayed. Click ‘Finish’ to end the installation process.

C Setup - Connexan Enterprise iSCSI Target = |EI|5|

Completing the Connexan
Enterprise iSCSI Target Setup
Wizard

Setup has finished instaling Connesan Enterprize iSCS1 T arget
on your computer. The application may be launched by
selacting the installed icons.

Chck Finish to exit Setup.

W Launch Connesan iSCS1 T arget




CiT™ Device Options Overview

The CiT supports a multitude of Device options. A brief overview is:

Image File Device — An Image File Device (IMG) is a provisioned file of a user-specified size
(up to the available space on existing physical disk on the CiT Storage Node). IMG Devices
require that an NTFS formatted volume is accessible to the CiT Storage Node. IMG Devices then
store their data in large IMG files on that NTFS volume. Multiple volumes can be used, and
multiple IMG Devices can be assigned to each NTFS volume. Connexan recommends that the
NTFS volume be formatted with an Allocation Unit Size of 32KB or 64KB for best performance.

RAM Drive Device — The RAM Drive Device (RDD) allocates memory on the CiT Storage
Node as disk capacity presented to an iSCSI Initiator client system. The data is stored in RAM on
the CiT Storage Node and is volatile. If the CiT Storage Node is rebooted, loses power, or shuts
down for any other reason, the data on the RDD will be lost. RDD's are not recommended for
storage of data to be retained or any critical data.

Virtual DVD - The Virtual DVD (vDVD) allows the CiT Storage Node to share ISO and MDS
formatted images as physical devices. The ISO or MDS can then be mounted as a physical CD or
DVD drive on iSCSI Initiator Client systems.

SPTI Device — SCSI Pass Thru Interface. This option allows the sharing of a physical disk
device via the CiT. The disk is directly physically mapped and shared to an iSCSI Initiator. If the
disk contains existing data it will be lost and reallocated to the iSCSI Initiator to which it is
presented. Presently the SPTI Device is only supported when the Initiator system is using NTFS.
There are known issues when attempting to use VMFS, EXT3, or other UNIX/Linux variant file
systems to access an SPTI Device.

WARNING: Attempting to assign an SPTI Device to a VMFS/UNIX/Linux filesystem can
result in partition and data corruption on the CiT Storage Node! Do not attempt to use SPTI
with VMFS/UNIX/Linux filesystems!

IBVolume Device - Incremental Block Volume (IBV) Devices are similar to IMG Devices. The
difference is that IBV Devices grow as data is written and start with a minimum amount of
required physical storage. IBV Devices allow storage over commitment. For example, an NTFS
volume with 100GB of space could hold an IBV Device 500GB in size, provided it has not already
grown past 100GB. This allows the storage administrator to assign more disk than has been
currently purchased, and simply migrate the IBV Devices to larger NTFS volumes when they
have outgrown the capacity of their initial physical space. Storage over commitment is growing
trend in the industry and allows for greater flexibility of physical disk capacity. Please read the
description of Image File Devices for more information on IBV Devices and their limitations.

Mirror (RAID 1) Device — Mirror Devices are IMG Devices with the ability to be mirrored
and/or replicated to another CiT Storage Node. Mirror Devices are only support when using the
Connexan iSCSI Initiator (C2i).

Disk Bridge Device - The Disk Bridge Device (DBD) is equivalent to an SPTI Device, except
that it is masked via a thin emulation layer as an SCSI device. The DBD adds the ability to mask
the physically shared storage media as a SCSI device. This is useful for presenting SCSI-based
pass thru devices using the CiT to systems that do not support IDE and SATA technologies but
when they are the physical technology being shared. It is also useful for presenting pass-thru
devices to systems such as VMware’'s ESX server, although, it is generally recommended that
only IBVolumes are used with VMware ESX.



Managing the CiT™

Starting the Management Console

After installing the CiT™, start the management interface by right-click the Connexan icon in the
lower right task tray and selecting Start Management.

E] Start Management

" Preferences...

o

Bdd conneckion

%+ Conneckions »

i Help Topics
[21 Ahouk

|@ Exit

| Connexan

| R

From the CiT Management window, right-click the host to manage (in this case, the local
computer), and click Connect.

(: Connexan Enterprise iSCSI Target =]

File W%iew Connection Dewice Help

e = x © O

Exit Refresh Preferences Help Abaout

Device tree | Target name Type

[=] E File:

E‘ ..... 5:4' {:f' Connections

Caonnect. ..

isconmect
Permissions. . .

Show Server Log

" Preferences... Fz

Edit Configuration Fa
& AddDevice. . Inis
Q Remove Conneckion Del

Shiow Server License. .

Establish connection to the selected 15251 target S




Logging in to the Management Console

NOTE: The default login user name and password are “test” and “test”.

(j Connexan Enterprise iSCSI Targek
File Wiew Conmection Device Help

= |

2 7 @ 0O
@ =/ 7 .

Exit Refresh Preferences Help About
Device tree | Target name

|E| E file
lE‘ ----- ‘_{:‘? Connections

"I Enter the user name and passward Far this connection.

User name:

[ —

Password:

[ o ]

Cancel

~

| Tope |

Ready

I I

After successful connection to a managed host, the host's icon will change from being grey to

blue and white.

@

-~ Disconnected

ﬁ- :al Connected



Creating an iSCSI Device (iISCSI LUN Creation)

Once connected, Devices can be added to be presented as volumes to iSCSI Initiator clients.

C Connexan Enterprise i5C51I Target !E

File View Connection Dewice Help

Exit Help About

e e 0O

Device tree | T arget name Tupe

(=] E_ file

IE‘ ..... tr %—ff Connections

lE‘ ..... p Disconnect: b Y

Permissions, ..
f— Shaow Server Lag

"~ Preferences... Fz
Edit Configuration F3
M Add D

0 Remove Conneckion Del

Show Server License. ..

Add a new device ko the selected target s




IBVolume Device Creation

Device type selection

Please select a device type.

—Select the bype of device waou wish to create: —Description

Allows creating wvirkual hard
drives with support For backup
 RAM drive device and snapshats,

£ Wirtual DYD
" SPTI device

" Image Eile device

&+ IBvolume device (snapshats):
€ Mirror (RAID - 1) device
' Disk Bridge device

Help | < Back | ek = I Cancel

It is possible to either create a new iSCSI device image or mount a device from an existing
image. Mounting an existing image will be covered in a later section on device back-up and
recovery.

gelect action type

Please select method to add selected device

Please select one of Following options:

" Mount existing image

Help | < Back | Mext = I Zancel




Data for the IBV file will reside on an Windows NTFS image file. To create a new image, click
‘Next' to continue and begin entering configuration information on the IBV image parameters
screen. Advanced options may be specified in order to allowing cloning of an existing image.
The screenshots below follow the advanced options path. Begin by entering an image filename
along with the full directory path to the file. NOTE: The new image name MUST have the .ibv
suffix. Choose the desired image size, specified in MBs. For example, a 100GB iSCSI LUN
would be specified as 100000. The default number of sectors is 8; however, Connexan
recommends a value of 128 for optimal performance.

IBY¥olume image parameters

Specify IB¥olume image parameters.

Specify new image name

My Computert I ZxonIBYolumeshCxonIBYalume 1 100GE, by

Specify image size in MBs I IDDDDD|

¥ Create new irnage

" Create based on existing image

¥ Specify sectors number I 128

Specify directory where journals are created {optional)

|M\;Computer'l,I'l,anIB\p'nIumes'l, j |
Help | < Back | ek = I Cancel I

After clicking ‘Next’, the device parameters screen is displayed.

IB¥olume device parameters

Please specify IBYolume device parameters.

Select the image wou want ko make accessible as an IBYolume device:

My Computeri|CxnIBYolumesiCxnlBYolume 1 100GE. iby| j |

Dperation mode:
o Growing Image

" Incremental Backup Yolume
" Auto-Restored Snapshok
" Readonly image

™| Allovs multiple conmections (clustering) ¥ asynchronous

- . . g 2z
[ Limit masximurn number of stored sessions SEssions: I

Help | < Back | ek = I Cancel |




Growing Image - Uses single journal for all sessions. This mode is suitable for creating large
disks with good utilization of physical disk space. Maximum number of stored sessions can be
specified.

Incremental Backup Volume - Uses new journal for each session. Good for creating snapshots
and backups. Journal switching period can be specified for Incremental Backup Volume mode.
Maximum number of stored sessions can be specified

Auto-Restored Snapshot - All changes made during the session are discarded upon start of
new session.

Readonly - Images are mounted in readonly mode

It is possible to benefit from asynchronous mode on stripped volumes; however, Connexan
recommends the ‘Asynchronous’ field be unchecked in normal operation.

Asynchronous mode allows several disk requests to be executed at one time. The Synchronous
mode allows only one disk request to be committed at a given time and other requests must wait
until the current one finishes. On a RAID array or with SCSI disks the asynchronous mode could
give much better performance than using the synchronous mode. Connexan recommends
always using asynchronous unless you're configured on a single IDE drive with multiple client
initiators accessing the target.

Notice that the ‘Allow multiple connections (clustering)’ option is disabled. This property, if
desired, will be enabled manually after device creation. Click ‘Next’ to continue and choose a
name for the new iSCSI device.

NOTE: The iSCSI device name may NOT include special characters including *_’. If an invalid
.ibv filename or and illegal device name were entered, final device creation will fail.

i5CSI target name x|

Please specify commmon device parameters. .

Choose a target name (optional):

CxnlBYolumel 100GE| j

Help | < Back | Mexk = I Cancel |

The next screen will include a brief summary of the device configuration. If acceptable, click
‘Next' to continue and then ‘Finish’ on the final screen to complete device creation.



Completing the Add Device Wizard

The Following device will be added:
IEVD

‘ou specified the Following settings:

Mekwork Mame:
CxnlBYolume1100GE

Image File:
My Computer\ I CxnlBYalumes |\ CxnIBYolume1 100GE. by

Operation mode: Growing Image

To add device, click Mext,

« Back, |

Cancel |

The device was successfully added x|

Completing the Add Device Wizard

The Following device was added;
Ak

p IBHD

The device is accessible through the barget:

cxnibvolumel 100gb

To close this wizard, click Finish,

Help | < Back |

Cancel |

If all parameters were valid and the device creation was successful, the new device should
appear in the CiT management console.



=101 %]

C Connexan Enterprise iSCSI Targek
File Wiew Connection Device Help

e =z s @ © 0

Exit: Refresh Preferences Remove device Help About

Device tree | Target name Type

[=] k | x3650cxniscsil

IE‘ ..... IL{‘ JLf Zonneckions
=

olume1100gb

[ B 4

Ready

Error code when not using proper .ibv extension

If the screen below appears during final device creation, an invalid .ibv flename or device name
is most likely the cause. The iSCSI device name may NOT include special characters, including
‘ . To recover from this situation, go to the intended device creation directory (i.e. location of the
new .ibv image file) and delete any files created in during the initial try. Repeat the device
creation steps with valid filenames.

The device was not added x|

The device was not added

@ An error occured:

Cannaot add device.
Device test Failed For TEVO'

Ta close this wizard, click Finish.,

Help | < Bach |

Zancel |




Updating CiT™ Licensing and Registration

To update the license file and registration, select the appropriate CiT server instance in the
management console. Next, go to the ‘Help’ menu and select the ‘Registration’ option.

(C Connexan Enterprise i5CSI Target . : =] 4]
File Wiew Connection Device | Help

Exit Refre @ Reqistration... 3 Remove cgnnection Add device Help About

e Zr | @ ¢ © O

Device tree Homepage Target name | Tupe

— :
=] t | x3650exniscsinl el @A
[

2] About...

E‘ ..... = & Connections

cxnibvolume1100gb

I I

This will open the license file selection window. For typical use, click the ‘Load’ button to browse
to your appropriate .swk license file and click ‘Ok’. If the file is valid, a ‘Registration successful’
pop-up will be displayed.

Registration - For local service only x|

{~ Enter license information manually

License File:

I CHFiles\CiT\sw3_200621512_MFR License, _Conmne Load |
License I
| 200621512

Reqistration key

DbDABOAEYAUGAGAEWAAQBIAGLADBZAGUALGANAEMAbWEL
AGHAZOB4AGEADGAGAERADOEIACHARAWARKAMg AwADAANg -
B ADEANCGAXADIAACAWARKAMD AwADAANGAZ ADMAMOAZ A ConnexaniSCSICons X|
DgATABMADGATAASADY AYDANADOATGASAGIAMAAZAGT AMg
AnADCAMWBhAGIAZgAZADKAZ QBRAGMAMQAADMA Y WERADG = o

ALABpAGIAYOBNAGLAZ gBpAGNAZOBBAHY AaQBy AHQAIGEH & ﬁ__ll) Registration successful,

0K Cancel |




Testing a Newly Created CiT Device

Connexan recommends testing connectivity to the newly created CiT device using an appropriate

iISCSI software or hardware initiator.

A simple test scenario is to install Microsoft's iSCSI Software Initiator, available from
http://www.microsoft.com/downloads/, and access the CiT device. Below are series of steps to

test connectivity.

After downloading the appropriate files, begin the installation process by running the MS iSCSI
Initiator install executable. Click ‘Next’ to continue and install the Initiator Service and Software

Initiator options.

Software Update Installation Wizard

&

Uze thiz wizard to install the following software update:

Microsoft iSCSI Initiator

Before you install this update, we recommend that you:

- Back up pour system
- Cloze all open programs

“ou might need to restart your computer after you complete
thiz update. Tao continue, click Mext.

x|

¢ Back

Cancel |

Software Update Installation Wizard x|
Microsoft iSCSI Initiator Installation L' 'U

Microzoft iISCSI Initiator will be inztalled

— Inztallation Options

v Wirtual Park Driver

W Software Initiator

[ Microsoft MPIO Multipathing Suppart for iSC51

< Back I Hewxt » I Cancel




Agree to the license agreement, click ‘Next’, and proceed by clicking the ‘Finish button.

Software Update Installation Wizard x|
License Agreement .'. 'U

Pleaze read the following licenze agreement. To continue with setup,
you must accept the agreement.

EWD-USER LICENSE AGREEMENT FOR MICROSOFT il
SOFTwARE

ticrogoft ISCSI Initiator 2.0
IMPORTAMT - PLEASE READ THIS EMD-USER LICENSE

AEREEMENT ["EULAT CAREFULLY. BY INSTALLIMG,
COFYING OR DTHERWISE USING THE SOFTWARE THAT

<]
Print |

™ | Do Mat Agree

¢ Back I Hewt » I Cancel |

Software Update Installation Wizard

Completing the Microsoft iSCSI
@ Initiator Installation Wizard

'ou have successfully completed the icei200 Setup
Wizard.

To close thiz wizard, click Finizh,

<Back |7 Fimish Y Cancel

After finishing the installation, open the Microsoft iISCSI Initiator application, now located under
the Start Menu.



Administrator
\g Manage Your Server 5! L (T oy
| 1 O D
— d Pre
Commary B2 Windows Catalog
- ﬁ Windows Lpdate Tools 4
(| / Windows Expl
— ] Accessories b Exes
Administrative Tools 3
Cluster Adminis! Brecelaa ¥ lart
Connexan 4
LeastreamiZonn Startup »
Storage Manager 9 Client  #
Connexan 55 ZipGenius & »
@ IBM Director Console
! AppPartal @& Internet Explorer
'P' Qutlook Express
Whare \hrtual .
Infrastructure ¢ .. Remote Assistance
YMware 3
@ Motepad Prowision Metworks 3
Foxit Reader »
All Programs ST Tnitiakor »

Log CFF f:;j

|4 start ‘ @ & i J &1 192.168.70,125 Bladk [
L4

1 isCSMinstall4_finish.bmp .. |

This will open the iSCSI Initiator Properties window, as shown below. A default Initiator Node
Name will be specified. Defaults are acceptable.

iSCSI Initiator Properties il

General IDiscaver_I,II Targetsl PetsistentTargetsI Bound VDIumes:’Devicesl

The i5CSI protocol uses the following information to uniquely
identify this initiatar and authenticate targets.

<

Initiator Mode Mame: ign. 1991 -05. com. microsaft: storage03.iscsi local

To rename the initistor node, click Change. Chahge
Ta authenticate targets using CHAP. click Secret to

zpecify a CHAP seciet. Secret

To configure IPSec Tunnel Mode addresses, click

Tunnel. Tunnel

i




Click on the Discovery tab and click the “Add’ button in order to enter the IP address information
of the CiT server.

Add Target Portal x|

Type the IP address or DNS name and socket number of the portal wou
want ko add, Click Advanced ko select specific settings for the discovery
session ko the portal,

IP address or DNS name: Port:

I | I 3260 Advanced. .. |
Ok I Cancel |

Proceed to the Targets tab. If the connection to CiT server was successful, the newly created
iISCSI device should be listed in the targets window.

iSCSI Initiator Properties ﬂ

Generall Discovery 1 argets | PersistentTargetsI Bound \-"u:ulumes.-"Deviu:esI

Select a target and click Log On to access the storage devices for that
target. Click detailz to zee information about the sezzionz, connections and
dewvices for that target.

Targets:

Detailz | Log On... | Refresh |

0k I Cancel | Apply |

Note the device is listed as inactive. In order to activate the connection, select the new device
and click the Log On button. Automatic restoration of the connection can be selected as desired.
As this sequence is for test, selecting this option is not necessary.



Log On to Target ﬂ

Target name:

I cxnibyvolumel 100gb

[~ Bukomatically restore this connection when the system boots!

™ Enable multi-path

L\‘n by select this option if iSCST mulk-path software is already installed
4 gn your computer.

Advanced. .. | QK I Cancel |

After successful logon, the new device should be listed as connected.

i5CSI Initiator Properties ﬂ
Generall Discovery 1 argets |F'ersistent Targetsl Bound "v"u:ulumes.a'Devicesl

Select a target and click Log On to access the storage devices for that
target. Click detailz to see information about the zessions, connections and
devices for that target.

Targets:

Statuz

Detailz | Log On... | Refrezh |

(] 8 I Cancel | Spply |

This process should complete the connection of the MS Software iSCSI Initiator with the newly
created CiT device. In other words, the iSCSI initiator server should now have access to the
iISCSI device being presented. To verify, go to the Disk Management panel on the iSCSI initiator
server. The new iSCSI LUN should be visible. |If it is not, click Actions, Rescan Disks.
Sometimes there is a delay on the Windows client initiator and it may take a few minutes before a
Rescan Disks operation successfully identifies and displays the new iSCSI LUN.



